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UBmuagm Fca eisLcm, oimat* 

Itvjr 4iitrlbatioii of Stote Ooportioont; nateriftl* 



Iheibor or nots Saty should fura&sh a ovenary of Stato Departmoati 
dlspatehas to th« British oas ziot be positi'mly axtans»red by the 8»S«8» It 
seems to me« however^ that if State Department Isfonaatlon is to be dls>* 
semimted* it should be dons by the Stats Department end not by the Bavy 
or the ArxB^9 

the S*S«S« has f9r seme time served as adviser to the State Department 
on osyptographlo seourii^'* 3bi^ of their eryptographlo systems -sere pre- 
pared by the S«S«3* or in eonstd-tation -sith us* At present the S-fca-fee Depart- 
ment la using oryptographie systems mith a reas enable degree of security* 
Bbsever* it is not u^lhsly that many of them oan bo read if an enemy nation 
should matas every effort to do so* Of course, any of the systems are sus- 
oeptlble to physical ooqiromlse* 

Assuming it is doslrablo that the British bo furnished the inf onnatlon 
in ovr State Department dlspatohss, it mould alsays be possible to change 
the systems prcoq^tly should it be decided to no longer pid^lish the dispatofass* 
This -would provide some inDtedla-te seourl-ty, but it eannot be denied that by 
this time the British oould have gained a oonsidorable knowledge of our 
eysteme and our sethod of ttse* 

For grea-teet proteotion after the end of hostilities, 1 think it would 
be a good idea to ha-ve in reserveT oomplete ehange for every system used by 
the Bta-ti Department so that immediately araistloe corns entirely new lasys 
wUl go into effect almost automatically* At that same tios undoubtedly 
itBi&aries will be stopped* 

As a solution to the inmodiate problem* it is suggested that the fom 
of -the daily sunoaxy be ohanged to a dj^st in which all refereaoes to da-tse, 
message suatbers, ate* would he eliminated* All messages should be completely 
paraphrased with all quotes rezunred* This would increase the dlffioul-^y 
using psraphrasss as "eribs** and would offer a middle sourse causing the 
least amount of smibarrassmsnt to aU eonoemed* 
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this information, however, it is possible 
there is a valid reason. 






on the Washington-London circuit are cryp- 











cure from cryptanalytic attack. Most othe: 
State Department holders use cryptographic 
systems Tishich are reasonably secure al- 

ington circuit. The general quality of th 
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class of embassies, legations, plus some 
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handling secret traffic. Further, all se 
cret tra f fic is handled in a m achin e or 





4, Assuming it is desirable that the 
British be furnished the information in 

our State Department despatches, ttiere 
sho uld be no gr ea t conce rn ove r the se- 
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